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Technical Support

Please call us for any technical support needs related to the FieldServer product.

Sierra Monitor Corporation
1991 Tarob Court
Milpitas, CA 95035

Website: www.sierramonitor.com

U.S. Support Information:

+1 408 964-4443
+1 800 727-4377

Email: support@sierramonitor.com

EMEA Support Information:
+44 2033 1813 41

Email: support.emea@sierramonitor.com

Page 2 of 83


http://www.sierramonitor.com/
mailto:support@sierramonitor.com
mailto:support.emea@sierramonitor.com

Sm Sierra
‘ monitor A
SMC Cloud Start-up Guide

Assumptions

The following items should be complete before moving forward with SMC Cloud registration.

v FieldServer products intended for SMC Cloud registration must already be installed and running.
v FieldServer Gateway(s) and/or Router(s) are connected to the internet.
v' The manufacturer's SMC Cloud Administrator has already set up a SMC Cloud account.

v' The field installer has received SMC Cloud login information from the SMC Cloud Administrator.
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Connecting
the
FieldServer

Registering
with
SMC Cloud

Logging
into
SMC Cloud

Using
SMC Cloud
Features

A Quick Start Guide for Field Installation

Type the FieldServer IP Address into a web browser.
Once connected, the FS-GUI or customer applications will be displayed.

Obtain login details from support.

Go to the SMC Cloud registration page and fill in ALL relevant information.
»  For FS-GUI, click the “FieldPoP™” button on the top right corner of the page.

»  For customer application features, click the “FieldPoP™” tab on the left side of the page.

»  For the BACnet Router, EZ Gateway Modbus to BACnet and EZ Gateway KNX to BACnet,
click the “FieldPoP™” tab along the top of the page

Go to www.fieldpop.io and type in the appropriate login information as per
registration login.

Confirm the registered FieldServer is viewable from the Device Management
tab.

Device Management e Reports
User Management (Admin only) e Audit Logging
Notifications e Data Logging (Admin only)

— ) S
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1 CONNECTING TO FIELDSERVER (FOR FIELD INSTALLERS)

Find the supplied IP Address for the FieldServer and type the IP Address into the local PC’s browser
address bar to move onto registering the FieldServer. (Section 2)

NOTE: The default IP Address for a ProtoAir, BACnet Explorer NG, ProtoNode, ProtoCarrier or
ProtoCessor are 192.168.1.24 with a Subnet Mask of 255.255.255.0. All other FieldServer
gateways have a default IP Address of 192.168.2.101 with a Subnet Mask of 255.255.255.0. If
the PC and FieldServer have different Subnets, assign a static IP Address to the PC on the
192.168.1.xxx network.

If the FieldServer IP Address is unknown, follow the directions to discover an existing IP Address in
the next section (Section 1.1).

To view or change the FieldServer network settings, follow directions in Section 1.2.

NOTE: The SMC Cloud uses TCP ports 80 and 443 by default.

1.1 Discover the IP Address of the FieldServer

o Check that a CAT5 Ethernet cable (straight through or cross-over) is connected between the local
PC and FieldServer or the local PC is connected to the same Ethernet Network as the
FieldServer.

e Ensure that FieldServer Toolbox is loaded onto the local PC. Otherwise, download the
FieldServer-Toolbox.zip via the Sierra Monitor Resource Center Software Downloads.

o Extract the executable file and complete the installation.
e Double click on the FS Toolbox Utility and click Discover Now on the splash page.

e Check the FieldServer IP Addresses from the device listings.

sme FieldServer Toolbox 1—_5':‘ ‘E‘[E‘

FieldServer Toolbox s m c
sierra
monitor
Setup Help

DEVICES + 1P ADDRESS MAC ADDRESS FAVORITE CONNECTIVITY

ProtoNode 1021683110 00:50:4E:10:2C:92 [S)

Figure 1: FieldServer Toolbox

o Type the appropriate IP Address into the browser address bar or click the Connect button to
move onto registering the FieldServer (Section 2).
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1.2 Change Network Settings for the FieldServer

o Follow the FieldServer Toolbox setup instructions in Section 1.1 if needed.

¢ Once the FieldServer Toolbox is open, find the FieldServer that requires network setting review or
changes.

o From the Toolbox main page, click on the configure icon (the gear picture).

FieldServer Toolbox Sm . -
Setup Help monitor

DEVICES * IP ADDRESS MAC ADDRESS FAVORITE CONNECTIVITY

DCC104 QS.CSV v4.01b 192.168.3.200 0050:4E1114A0 4R * ° Q@

Figure 2: FieldServer Toolbox Configure Icon

e Select Network Settings.

FieldServer Toolbox -
stc Configure Device == " monitor

Setup Help ™~

DEVICES @ IP ADDRES | Configure Device |
DCC104 QS.CSV v4.01b 192.168.3.2

(comec 0]

Network Settings H
I
|

[

1 Restart Device
L File Transfer

1

Set Device Time

H
o
@
@

Figure 3: Configure Device Window

¢ Review or modify the necessary network fields.

NOTE: If the FieldServer is connected to a router, the IP Gateway of the FieldServer should be set to the

IP Address of that router.
e The following fields may be review or changed as needed:

o IP Address (N1 IP Address field)
o Netmask (N1 Netmask field)
o DHCP Client State (N1 DHCP Client State field)
o IP Gateway (Default Gateway field)
o DNS 1 & 2 (Domain Name Server fields) — Ensure DNS1 is 8.8.8.8 and DNS2 is 8.8.4.4

NOTE: Do not change the DHCP Server State (N1 DHCP Server State field).
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e Click “Update IP Settings”, then click on “Change and Restart” to restart the FieldServer and
activate the new network settings. Note that if the FieldServer was open in a browser, the
browser will need to be pointed to the new IP Address to access the FieldServer.

Fieldser\ler TOOIbOi smc Device Network Settings @lﬁlﬁ S m sierra
monitor

SMC Cloud Start-up Guide

Setup  Help Device Network Settings
BCI D405 CBY vt 7 o DCC104 QS.CSVv4.01b  192.168.3.200 b i @@
N1 IP Address 192.168.3.200 I
N1 Netmask 255.255.255.0
N1 DHCP Client State
N1 DHCP Server State [Disabled ~ ~]
N1 Default Gateway 192.168.3.1
Domain Name Serverl 8.8.8.8
Domain Name Server2 8.8.4.4
[ Cancel ] [ Update IP Settings ]

E

Figure 4: Device Network Settings Window

o Power cycle the FieldServer.

e Record the IP Address assigned to the ProtoNode for future reference.
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2 REGISTERING AND LOGGING IN (FOR FIELD INSTALLERS)

2.1 Create a SMC Cloud Account

An SMC Cloud account is required to register a device onto the SMC device cloud. If an SMC Cloud

account has been previously setup or a “Welcome to FieldPoP” email was received, skip to Section
2.2.

e To create new SMC Cloud user credentials, follow the instructions in Section 2.3 until the SMC
Cloud registration page is reached (Figure 14) and then continue with the instructions below.

Register this FieldServer on FieldPoP ™

New Users

If you do not have FieldPoP credentials, you can create a new Create a FieldPoP account
FieldPoP account now

Existing Users - Enter device registration details

User Credentials

Username

Invalid value : Please enter a username

Password

Invalid value : Please enter a password

e Click the “Create a FieldPoP account” button, under the New Users heading.

e Enter the field installer's email address into the window that appears.

Create FieldPoP™ Account

Please enter your email address to create a FieldPoP Account

Email Address

Invalid value : Please enter a valid email address

Figure 5: Create FieldPoP Account Window

e Click the “Create Account” button.

e Once this process is complete, continue to Section 2.2.1 for new user setup instructions.
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2.2 Login Details

If existing login details were received from the manufacturer’s support team, record the information
and move on to Section 2.3. Otherwise continue to new user setup.

2.2.1 New User Setup

When a new user is generated, a “Welcome to FieldPoP” email will be automatically sent out to set
up a login.

Follow the instructions below to set up login details:

¢ Find the “Welcome to FieldPoP” email.

From: notifications@fieldpop.io Sent: Thu 12/29/2016 2:09 PM
To:

Ce:

Subject: Re: Welcome to FieldPoP

& |

»

sierra
monitor

Please complete FieldPoP™ registration

Hello from Sierra Monitor,

You're one step closer to lloT-empowering your devices with the
FieldPoP device cloud for remote connectivity.

Click the link below to complete FieldPoP registration.

Complete Registration

Sincerely,
Sierra Monitor Corporation

Copyright © 2016 Sierra Monitor Corporation

+1 408 262-6611 FOHE‘; 00060

WWW.sierramonitor.com

This email was sent to because you indicated that you would like to
register to FieldPoP with this email address. If you did not, please email

fieldpop@sierramonitor.com for further assistance.
v

Figure 6: Welcome to FieldPoP Email

NOTE: If no FieldPoP email was received, check the spam/junk folder for an email from
notification@fieldpop.io. Contact the manufacturer’s support team if the email cannot be found.
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e Click the “Complete Registration” button to go to the SMC Cloud webpage and set up user
details.

Set Your Password

First Name

First Name

Last Name

Last Name

Phone Number

== - (201) 555-5556

New Password

password

Confirm Password

password

“Mandatory Fields

m cancel

Figure 7: Setting User Details

¢ Fillin the name, phone number and password fields.
e Click “Save” to save the user details.

e Record the email account used and password for future use.
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Find the “FieldPoP™” icon using one of the cases described below:

o

On the FS-GUI screen, click the “FieldPoP™” icon on the top right corner of the page
NOTE: If the gateway opens on the Web Configurator page, the “Diagnostics and Debugging” button in

the bottom right corner of the page must to clicked to access FS-GUI.

SMC::

FieldPoP™

Navigation FieldPoP Demo - Ocean's Eleven
v FieldPoP Demo - Ocean's Eleven Settings Info Stats
About
> Setup
> View Siis L]
* User Messages Name Value
Driver_Configuration | bcc104
DCC_Version | V6.05i (A)
Kemel_Version | v6.22¢ (D)
Release_Status [ Normal
Build_Revision | 244
Build_Date | Mon Nov 30 11:48:51 2015 +0200
BIOS_Version |2.5.2
[ Fs-gs-1010
| 232 Carrier
| 66
Data_Points_Max | 1000
Application Memory: |
Memory_Percent_Used [ 0.46%
Memory_Used 336 kB
Memory_Available 71,942 kB
Avg_Cy 1
Min_Cycle_Time |0
Max_Cycle_Time | 569
Hat Standhv Timer 10 nons

System Restart [ System Time Synch |1 Reset Cycle Times

Figure 8: FS-GUI Screen

o

For FieldServers with customer application features, BACnet Explorer and the EZ Gateway

M-Bus to Modbus & BACnet, click the “FieldPoP™” tab on the left side of the page

& Hemores BACnet Configuration
& BACnet Browser
l## Historian

O About

Sm@%’ﬁmr  Configuration & Profile v
e System View
& BACnet Explorer
Sensors
l#* Historian
 Event Logger MAC add. Label Location Humidity Setpoint Qutput Status
153001 Dev_01 0 45 0 [ Normal ]
153002 Dev_02 0 56 0 [ Nomal ]
® About
Figure 9: Customer Application Landing Screen
SI I IC};’:,’,;’;W # Configuration & Profile v

Copyright © Sierra Monitor Corporation - Diagnostics

Figure 10: BACnet Explorer Landing Screen
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o For the BACnet Router, EZ Gateway Modbus to BACnet and EZ Gateway KNX to BACnet,
click the “FieldPoP™” tab along the top of the page

SMG: Diagnostics  About FieldServer BACnet Router

Network Settings BACnet MSTP Settings Controls

Frames
Netmask 255.255.255.0

Default Gateway 192.168.3.1

DHCP Client (|]
e r— BACnet MSTP R1
|l 'asswol
Status

Enable [C]

BACnhet IP Prima ry Metwork Number 3 Router is online
MAC Address 0

Network

Number ! Baud Rale 38400 v Log

IP Port 47308 Token Usage Tmeout | .
(ms)

Device Instance 1000
Device Name BACnet Router

BACnet MSTP R2

Device Location

Enable =]}
BACnet IP Secondary Network Number s
MAC Address 0
Enable o
Baud Rate 38400 v

Network Number 2 Token Usage Timeout

50 M

IP Port 47809 (ms)
Enable BBMD £
Public IP ) BACnet Ethernet
Address
Public IP Port - Enable |

Edit BDT Network s

Number

Figure 11: BACnet Router Landing Screen

SMG: Diagnostics |~ About FieldServer EZ Gateway Modbus to BACnet

Sections General Controls

Title |Modbus to BACnet EZ Gateway Defaults

= Connections
e .
= Device Profiles

IP Address 192.168.3.17

Netmask 255.255.255.0 Status

Default Gateway 192.168.3.1 Gateway is online

DHCP Client o

Domain Name Server 1 8.3.8.8

Log

Domain Name Server2 2844

Passwords. 10:21:39: Gateway online
17:46:12: Gateway offline

16:40:48: Loaded Settings

Clear Log

Figure 12: EZ Gateway Landing Screen
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e The following informational splash page will appear, click “Close” to move on to register the
device.

Securely access your FieldServer from anywhere
with the FieldPoP™ device cloud

Your One Stop for Managing Your Devices and Users

« Secure Remote Access Fwe sk : iyl Sl
Securely connect your field devices FieldPoP™ Cloud 16,

Device Management
Manage all your FieldServers and connected devices from
FieldPoP™ and upgrade firmware remotely

so : }
OR D WY = 2
e i o PA
ited States MO
User Management ' AT ' X5 MO i ViR
AZ N
™

WA T ND

.

Set up your user personnel with the right security permissions and

K
AR TN NC
device assignments for users to diagnose, configure, and better O' M. s
support the field installation. x'_\’\ .
Gulf of

Mexico
For more information about FieldPoP ™, visit our website. N o
| Puerto Rico
M&Iﬂ
LA, " Canbbean Sea
Nicaragua
FieldPoP” 2y Venezuela

Device Cloud

S
2 s J
Colombia 4 'i\',-b-/m |

Close

L Do not show this page again

Figure 13: Registration Information Page

NOTE: If a warning message appears instead of the splash page, see Appendix A.5.
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Fill in user credentials and all other Device information fields for registration of each individual

FieldServer in the field.

New Users

User Credentials

Username

Password

Device Details
Device Name

Device Description

Device Location

Automatically get current location

Get Current Location

Latitude:

Longitude:

Register this FieldServer on FieldPoP™

If you do not have FieldPoP credentials, you can create a new FieldPoP account now Create a FleldPoP account

Existing Users - Enter device registration details

Invalid value : Please enter a username

Invalid value : Please enter a password

[

Test Briage

[

OEM FieldPoP test bridge

Enter the address and get device location

\G\\:v gle

Select device location on map

Desert
View Paint

Map  Satelitz

Charleston
eak =

SUMMERLIN
759)
Badliock Summerlin &
Canyon
National. outhss" o
L
+
Blue Diamond -
Mountain 160

Gorinee
(7€' Map data ®2016 Google | Terms of Use  Report @ map error

e

Figure 14: FieldPoP Registration Screen

To input the FieldServer’s location do one of the following:

o Enter the address in the address field

o Click the “Get Current Location” button to auto-populate

This button will only work if location services have been enabled on the local browser. If
using the Chrome browser and connected via LAN, this method will not work.

o Drop a location directly on the google map

o Enter the latitude and longitude manually

Click Register Device button.
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e Once you have successfully registered the device, the following screen will appear listing the
device details and additional information auto-populated by the FieldServer.

Register this device on FieldPoP ™

Device Registered

Device Name: Winterfell Group

Device Description: FieldPoP Demo - Winterfell Group
Device Location: 56.185263, -4.050275

MAC Address: 00:50:4E:11:1B:4A

Tunnel Server URL: tunnel.fieldpop.io

Device ID: pepperminthawk_V1IFzi-6l

Product Name: fieldpop_test

Product Version: 0.0.5

Update Device Details

Figure 15: Device Registered for FieldPoP

Page 19 of 83



SM

sierra
monitor

SMC Cloud Start-up Guide

2.4 Editing Device Details in the Field

To update device details after registration, do the following:

In FS-GUI or customer application features, click on the FieldPoP icon to open the device’s

registration details (Figure 16).

Device Details
Device Name
Device Description

Device Location

Automatically get current location
Get Current Location

Enter the address and get device location

Latitude:
56.185263
Longitude:

-4.050275

Register this device on FieldPoP™

Winterfell Group

FieldPoP Demo - Winterfell Group

Select device location on map

Anie Braco

Callander
chs Cromlix
!S |
& Ruskie Dunblane
Bridge
o of Allan

Imary Amprior Kippen Tl
Stirling
[aaii ]

Goggle

Gleneagles
Village

Blackford

Alva- Tilli & y
W

Alloa +

Map data ©2016 Google | Terms of Use  Report a map error

[ carcer [ upaate e

Figure 16: Update Device Details Page

Update Device Name and Device Description as needed.

Update Device Location via one of four options:

o Click the “Get Current Location” button to auto-generate location information

o Enter an address to generate an approximate location

o Type in the exact latitude and longitude of the device

o Move the location (pin) directly on the google map

Click “Update Device” to save the new settings or click “Cancel” to discard them.
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2.5 Setting Time Zone
The time zone of the FieldServer should be set to generate accurate data.

¢ Navigate to the FS-GUI page using one of the following methods:

o From Web Configurator — click the “Diagnostics and Debugging” button on the bottom right
corner of the page

NOTE: The Web Configurator page shows the FieldServer parameters to configure. See gateway
start-up guide for additional information.

o If there is no “Diagnostics and Debugging” button in the bottom right corner of the page,
check for a “Diagnostics” tab along the top of the page or a “Diagnostics” link next to the
Sierra Monitor Copyright statement at the bottom center of the page

e Click Setup on the navigation tree.
e Click “Time Settings”.

e Select the appropriate time zone then click Submit.

SMG:: FieldPoP"
Navigation Time Settings

* About
v Setup

* File Transfer
+ Network Settings
* Passwords

Set Timezone

Set the timezone of the device

+ Time Settings GMT -08:00) Pacific/Pitcaim
> View ‘?‘
Submit
* User Messages - S )
m HELP (F1) Contact Us

Figure 17: Time Settings Page
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3 CUSTOMER APPLICATION FEATURES

System View, Historian and Event Logger are part of the optional Application Engine platform, which
allows local applications to easily browse and manage FieldServer information or settings. These
applications also have the option to supply FieldServer data to the SMC Cloud.

If the customer’s FieldServer uses these local applications, login to the FieldServer by entering the IP
Address into a browser on the local PC to see the pages described below.

3.1 Using System View to Generate Data Logging

¢ Once the device has appeared on the system view page, click on the device.

NOTE: A device will not appear on the system view on first login. The gateway must be configured before
devices can be seen in system view. Follow the gateway configuration instructions found in the
corresponding gateway start-up guide. If the start-up guide is not on hand, look up the guide
online via the Sierra Monitor Resource Center.

& Profile v
@ System View System V|eW
|2 Historian
_ Sensors
) Event Logger
& FieldPoPp™ Address Name L i I idity Mode
© About 1 BAC_MSTP_Module_1_ Milpitas 0 0
o8 Configure

2016 All Rights Reserved - About - Diagnostics

Figure 18: System View Listing Device

NOTE: The System View shows if a device is online or offline by highlighting the device green if online
and showing no highlight if offline. See example below.

System View

Sensors

Address Location Description Voltage L-L Voltage B-N Voltage B-C
1 San Jose Type A 7963 60 59.5

2 San Jose Type B 61.09 120.93 61.08

3 San Jose

Figure 19: System View Showing Online and Offline Devices
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o Clicking on the device will open the device view page, which shows all the data elements that
can be gathered from the device, location and status

& Profile v
@ System View
€ Back
l#2 Historian
y—— D) Mibpitas
& FieldPoP™ Name BAC_MSTP_Module_1_
O About Location Milpitas Save
& Configure | Hours of Operation 0H
Integral Time oM
oz & Manual Capacity 0%
ay | Actual Humidity or Demand 0%
Device Type 0
Operating Status 0
Maintenance and malfunction 0
status
s & Y7 value spray circuit 0
Y8 value spray circuit 0
Y9 value spray circuit 0
ez & Inlet pressure 0
Send Snapshot Send
2016 All Rights Reserved - About - Diagnostics
Figure 20: Device View Screen

e Click on the graph icon (1#2) to the left of the listed data elements to open the Data Logging
window.

Please select the type of logging for

Data Logging this data point
Log Type Change of value v
COV Threshold Value Change of value
Do not log data point
COV Max Scan Time (msec) 900000

Save Cancel

Figure 21: Data Logging Window
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e Select the type of logging for the data point and set the logging interval, COV threshold value or
COV max scan time as they apply.

Data Logging

Log Type [ Periodic "]

Logging Interval (msec) [ 900000 ]

Figure 22: Periodic Log Type

Data Logging

Log Type [ Change of value ,]
COV Threshold Value [ 10 ]
COV Max Scan Time (msec) [ 900000 ]

Figure 23: Change of Value Log Type

e Click Save to set the data logging settings and move on to Section 3.2.

NOTE: Data is recorded for up to 30 days.
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3.2 Using Historian to View Data Logging Information
NOTE: The Historian can log up to 8,000 values per data point.
o Click the Historian tab on the left side of the page.

SMC Cloud Start-up Guide

@ System View H|stor|an

& FieldPoP™

O About

o Configure

Please use Settings to select data to graph

& Profile v

Figure 24: Historian Page

e Click on the Settings button (gear icon) to set up data to graph.

Settings

Settings

Please select properties and devices to graph

Hours of Operation

BAC_MSTP_Module_1_
Integral Time

BAC_MSTP_Module_1_
Inlet pressure

BAC_MSTP_Module_1_
Maintenance and malfunction status

BAC_MSTP_Module_1_

Figure 25: Historian Settings Window

o Click the checkbox next to the data element to graph.

o Any combination of elements can be selected

NOTE: A data element is only visible when it is set for data logging as shown in Section 3.1.

o Click Submit to generate a graph for each element selected.
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o After a few seconds, the graph should appear

Historian

@153001

Room Humidity

06/23 09:40 06/24 13:26 06/2517:13 06/26 21:00 06/28 00:48 06/29 04:33

06/23 09:40 08/24 13:26 06/25 1713 06/26 21:00 06/28 00:48 06/29 04:33 -

Figure 26: Historian Graph

e See below for instructions on controlling graphs:

To view individual values of data, scroll across the graph to show a text box that states each exact
point and the location of that point on the graph via a blue dot.

06/24 13:32

l> | M 153001 293.00

To view a graph of only select dates/time frames, move the cursor towards the miniature version
of the graph that is shown just below the full size graph. Hover the cursor over the miniature graph so
that the cursor becomes a crosshair ( +).

06/23 09:40 06/24 13:25 06/2517:13 06/26 21:00 06/28 00:45 06/29 04:33

Click and hold near the beginning or ending time frame desired, then drag the crosshair towards the
ending or beginning time frame; all within the confines of the miniature graph.
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The full size version of the graph will populate accordingly.

Historian
& <
@153001

298.00

250.00

.. 200.00
=
=
E
5
I

£ 15000
g
o

100.00

50.00

28.00

06/24 19:00 06/25 00:33 % 06/25 06:06 06/25 11:40 06/25 17:1.
1
06/23 09:40 06/24 13:26 05251713 06/26 21:00 06/28 00:45 05/29 0433 v
Figure 27: Selected Portion of Historian Graph

Any additional edits to the time frame can be adjusted by clicking and dragging the wedge markers on
either side of the highlighted portion of the miniature graph.

G |

06/23 09:40 06/24 13:26 06/25 17:13 056/26 21:00 05/28 00:46 06/20 04:33

To go back to the full graph, click on any faded portion of the miniature graph.

o To delete a log and its resulting graph, check the boxes next to the properties to remove (Figure
25) and click the delete button. Once the confirmation window appears, click “Yes” to confirm.

Are you sure you want to delete these logs?

B -

Figure 28: Confirmation Window
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3.3 Using Device View to Send a Snapshot of the Device Data
To get a snapshot of the summarized device data, follow the instructions below.
e Ensure that the FieldServer is registered to the SMC Cloud (Section 2.3)
e Connect to the FieldServer via browser.
o Enter the Device View page via System View.

e Scroll to the bottom of the page to find the “Send Snapshot” field, enter an email address and
click “Send” to receive the data summary from the device.

& Profile v
@ System View
€ Back
| Historian
X Mipitas
{4 Event Logger
& FieldPoP™ Name BAC_MSTP_Module_1_
© About Location Milpitas Save
o Configure Hours of Operation OH
Integral Time oM
le2 Manual Capacity 0%
Actual Humidity or Demand 0%
Device Type 0
Operating Status 0
Maintenance and malfunction 0
status
2 Y7 value spray circuit 0
le2 Inlet pressure 0
Send Snapshot Sand
2016 All Rights Reserved - About - Diagnostics
Figure 29: Device View Screen Showing Send Snapshot Field

¢ An email with the snapshot as an attached .txt file will appear in the previously referenced inbox.

=R . \-AKOTestdemo: Device snapshot: SOLA_BAC_IP_F_1_ = Message (HTML) e e

File Message > @
2 - =Y = P=
i Ignare x —»i\|i _&] _-% # Meeting || D Additional Docs I 5% [ Rules % (=¥ Mark Unread a& 3 Find )
| % To Manager - 3] onemNote 8§ categorize - By Related -

Junk - Delete | Reply Reply Forward i, p4 - s . Move Assign Translate Zoom

& Jon All o LS 33 Team E-mail - [ Adions ¥ | pgliy - ¥ Follow Up ~ = l§ select ~
Delete Respond Quick Steps = Move Tags F] Editing Zoom

From: notifications@fieldpop.io Sent: Wed 10/26/2016 4:47 PM (li
To: |
Cc:
Subject: AKO Test demo: Device snapshot: SOLA BACIP_F1_

1 Message | snapshot SOLA BACIP_F_1_.bxt (212 KB)

&1

Hi,
Attached is a snapshot of the device SOLA BAC IP F 1 .

Regards,
The FieldPoP Team

Figure 30: Email with Snapshot Attachment
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4 LOGGING INTO AND USING THE SMC CLOUD (FOR SUPPORT)

After the FieldServer is registered, go to www.fieldpop.io and type in the appropriate login information
as per registration credentials.

€ - C | @ https//www.fieldpop.io/fieldpop_user_mgr/login.html T

SMG-

Email address

admin@gmail.com

Password

[JRemember Me Forgot Password?

Copyright © 2016 Sierra Monitor Corporation

Figure 31: SMC Cloud Login Screen

For new users, the instructions for login and password setup are shown in Section 2.2.1.
If the login password is lost, see Appendix A.2 for recovery instructions.

NOTE: Sections 4.2 — 4.4 represent each of the tabs that appear at the top of the page once logged into
SMC Cloud and describe their functions.
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4.1 Account Management

Account management can be done on any screen by simply clicking on the user icon in the top right
corner of the page.

SMNG:- l FieldPoP” FieldPoP Demo @-

& Edit Profile
& Change Password

m 4&\\: : .;—.. ' ' : g Notifications

Device Management User Management Notifications Reporis Audit Logs Data Logging

" | ® Logout

Tl

\
Google’ - 3
C aat Map data ©2016 Terms of Use  Report amap error

Copyright © 2016 Sierra Monitor Corporation About Us

Figure 32: User Account Dropdown Menu

Once the icon has been clicked, the dropdown menu with options to Edit Profile, Change Password,
Notifications and Logout will appear.

See the subsections that follow for Account Management features and instructions.
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‘4.1.1 Editing the Profile

e Click “Edit Profile” in the dropdown menu.

e Enter or alter the profile details as needed.

Edit Profile
First Name

*First Name required

Last Name

*Last Name required
Email Address

fieldpopdemo@sierramonitor.com

Company
FieldPoP Demo

Phone Number
B= - (201) 555-5555
*Invalid Number

* Mandatory Fields

E Cancel

Figure 33: Edit Profile Menu

e Then click “Save” to update the new profile information.

4.1.2 Changing the Password
To change the password, fill in the password information as needed.

NOTE: Hover over the password strength to see comments related to the entered password.

Change Password

Current Password

Estimated time to crack this

.................... @
password: 4
" Your password lo e it
Ne‘” PaSSWD Fd could be a dictiona ord or a
name.
""""" LRl  1f s 2 name with personal
) * Flease choose a stronger new password significance it might be easy to
Confirm Password guess.
* lf it's a diclionary word it could
password @& be cracked very quickdy
* Mandatory Fields

Figure 34: Change Password Menu

(4.1.3 Enabling/Disabling Notification Audio Alerts

Notification audio alerts can be turned on or off by clicking “Notifications” in the dropdown menu.
When audio alerts are enabled, the local computer will make a ‘ping’ sound. This is the sound that will
occur when any notification type takes place in real-time.

The status of notification audio alerts can be viewed in the dropdown menu by looking at the speaker
icon to the right of the “Naotifications” text.

Audio alerts Enabled: "%
Audio alerts Disabled: ™
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4.2 Device Management

Gives an overview of devices registered to SMC Cloud. This page includes the following features:

4.2.1 Map Elements

The map shows the location of all the devices registered on SMC Cloud using Google Maps pins.

SMG:- 1 FieldPoP" FieldPoP Demo @'

Device Management User Management Notifications Reporis Audit Logs Data Logging

i
Map  Sateliite 1
i
i
i
: (@)
H C
: %)
3 —
i (@]
i
‘ =
‘\
A @
N Greenland -
\ w
\ " 7’
\l /" Finland
¥ Icelend Sweden }
\
vl . A Russia
/ 3 Norway
I/ L
/ 2 U
¥ i 4 Canada Ki E R x
=\ <8 y X i
> 7 i /a France ¥ ) "} Mongolia
A ! o w s e o SX U \ ;
b SIS ! North Dgited North 4 T
South Korea | Pacific Atfantic "3 y Sol
| Ocean - 0CRan \ N5 o9 iran
; \.§ [ Algeria | |jpya | EQYPY, 3 .
{ Mexico ¥ > Saudi Arabia
i r
! Mali | Niger Sudan
! S e \
1 . | Nigeria™, /2 Ethiopia
! (R : Y 7
T o e e e e g e T8 e B e e e e e e e e 1 o e e e e e e T S e
A N 1
idonesia Papua New \ {anzenia Indonesia
AT ! Angola Tt
| S/ -
: rgd ek ) Qs Indian
Australia | South ch-lé N Sauth % Ocean
| Pacific y £ Atlantic o
i Ocean ¥ () Ocean South Africa
| &
(v | | Argentina i
Zealand | | N
/I 5
/ )
Y +

Google

Southern Mapdata®2016 Termsof Use Reportamap error

Copyright ® 2016 Sierra Monitor Corporation

Figure 35: SMC Cloud Device Management Page

Each pin is color-coded to show the device status. The table shows which device status each color

represents.
Color Status
Grey Offline
Green Normal
Yellow Warning
Red Alarm
Blue Trouble

NOTE: See Appendix B.3 for details on map navigation.
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‘4.2.2 Connecting to a Device

SMC Cloud Start-up Guide

Click on a pin on the map to bring up registered device details. This shows pertinent device
information.

SI I lc#.:?.ﬁu ‘ Fie]dpop FieldPoP Demo Iz‘-
Device Management User Management Notifications Reporis Audit Logs Data Logging
; 4
Map Satellite |
1
1 I . .
! | Device Details X ‘ O
1 - I}
| Name The Boller List =
i Description FieldPoP Demo - The w
! Boiler List o
! MAC address 00:50:4E:11:61:80
| Device 1D sunsethand_EJ5 g
\
‘\\ Gecenland Secure Tunnel . Connect =
5 w
"
N Share with others Get shareable link g
/l eeland gf' _'—EV‘ I Tanad
I/ 3 g . ¢ 2 Aussia
- &} e 1 Nurwiy
/l’ \/\\ £ " . ,
7 5 05 ™, 4 P
1 Canada X \ oy AT
A _1._ 3 otand \ v,f \_ﬁ i _,\\J} ;h\
f-;z . *\,_/ ummb . sostan ‘\,.< e &
= mM_" Kazakhstan L Mongalia A
) il Iy\) S me W ] T, o
North United North s " N /;
South K xnrn Pacific n 2 China South Kot
5 = Atlantic i) ¢ {-«lmq A
ce8 - Ocean ) /llr' 7 L I ;
My ! i Arabia |
exico. /i~ T~ ‘Saudi Ar: t‘« m;‘ﬁn\_
A ) Mali | Niger | Sudan YRR
A/; = 4 Chad p ) e
S i Yvenezuela o “—"mmpla y
r £ e, i SNEA
_______ ~ DR Cai
\donesia Pagua New “\ \rlmg'pmmm Indonesia
’fl____"_l ! Angola - =l (‘_'
! "
i v Nemibia " | e Indian
Australia i South el s South m‘““"l Ocean Au
1 Pacific ¥ & Atlantic -
! Ocean i { Ocean South Africa
i s -
Za':?:‘nd ! Ir Araep
Go gle _/’ } Map data 82016 | Terms of Use | Repart a map emor
OEM's Summary -
OEM : Sierra Monitor Corporation Name : The Boiler List[00:50:4E:11:1B:51] _
. . . Deregister Device
Enterprise Customer :Sierra Monitor Corporation Model : fieldpop_test
Verion :0.1.0
Copyright @ 2016 Sierra Monitor Corporation

Figure 36: Connecting Remotely to a Device

Click on “Connect” to remotely access a device via HTTPS.

SMC=-

FConfguiaton & Prafle =
System View -
Lhoa System View
b BACnet Explorer
sensors

e Fistorian
9 Event Logger WAC 200, Label Location Humdny setpoint output suts
P e Do ot o s o [~}

153002 Dev 02 (] 5% 0 [ o]
@ Aboul

Figure 37: Device FS-GUI (left) or Customer Application (right)
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‘4.2.3 Customer Side Bar and OEM Summary

The Customer Side Bar shows a list of Admin, Managers, Users and enterprise customers’ devices
that are currently registered on a SMC Cloud account based on the permission level of the person
logged into the SMC Cloud. The list is revealed by clicking the left-facing arrow on the top right side of

the screen (Figure 35).

Once the list has been opened, all of the SMC Cloud registered customers are shown on the right
side of the screen with the corresponding device names grouped beneath — click the plus sign ( ¥ ) to
the left of a customer to see the associated device names grouped beneath (Figure 38). Individual
customers or devices (by device name) can be found quickly by using the search bar at the top of the
list.

SMGC- | FieldPoP" FieldPoP Demo @-

Device Management User Management Notifications Audit Logs Data Logging

fo Search P

Map Satellite

»

. 4 Ocean's Eleven
Ay Greenland
k Burn Notifications

N i
i JE The Murphy Group

- Iceland

+ Nassau Trading Company
Winterfell Group
Ares lrrigation

Stark Industries

o
-‘ Canada
) ey A . 7T e
\ f 0
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Figure 38: Customer Side Bar
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The OEM Summary Field is shown on the bottom of the Device Management Page when a device or
customer is selected.

OEM's Summary

OEM : Sierra Monitor Corporation
Enterprise Customer :Sierra Monitor Corporation

Deregister Device

Name : The Boiler List[00:50:4E:11:1B:51]
Model :fieldpop_test
Verion :0.1.0

Copyright © 2016 Sierra Monitor Corporation

Figure 39: OEM Summary Field Accessed by Selecting Device

Here the following information can be viewed:

¢ OEM - OEM name
e Enterprise Customer — enterprise customer name
e Devices — number of devices under that customer (only visible when a customer is selected in
the Customer Side Bar)
¢ Name — device name (only visible when a specific device is selected)
¢ Model — device model (only visible when a specific device is selected)
.

Version — SMC Cloud firmware version (only visible when a specific device is selected)

To limit devices to those under a single customer organization, click on an organization in the

Customer Side Bar and the OEM Summary Field will populate underneath the device map.
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Device Management User Management Notifications Reports Audit Logs | Data Logging
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ot e %@‘ Fort Knox_= e g + Treadstone o
% ‘ 2 wnel 0
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Figure 40: Using Customer Side Bar to Access OEM Summary Information
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4.3 Notifications

This page shows the notifications for all devices.

Smcw ‘ FieldPoP™ FieldPoP Demo @-
Device Management User Management Notifications Reporis Audit Logs Data Logging
Device Notifications
Notification Type = Notification Message = Device Name = MAC Address = Date =
Device Onling FigldPoP Connection Established Medellin Imports 00:50:4E:11:1B:45 2016/08/19, D0:53:46 *
Device Offline FieldPoP Connection Lost Medellin Imports 00:50:4E:11:1B:45 2016/08/19, 00:51:51
Device Onling FigldPoP Connection Established Medellin Imports 00:50:4E:11:1B:45 2016/08/M18, 11:56:29
Device Offline FieldPoP Connection Lost Medellin Imports 00:50:4E:11:1B:45 2016/08/M18, 11:56:35
Device Offline FieldPoP Connection Lost Aruba Demo 00:50:4E:11:46:87 2016/08/18, 07:45:24
Device Onling FieldPoP Connection Established Aruba Demo 00:50:4E:11:46:87 2016/08/17, 16:54:02
Device Offling FieldPoP Connection Lost Aruba Demo 00:50:4E:11:46:87 2016/08/17, 16:50:26
Firmware Status Firmware update complete. Please restart t... Aruba Demo 00:50:4E:11:46:87 2016/08/17, 16:47:10
Firmware Status Firmware update in progress. Do not powe... Aruba Demo 00:50:4E:11:46:87 2016/08/17, 16:47:08
Device Onling FieldPoP Connection Established Aruba Demo 00:50:4E:11:46:87 2016/08M17, 11:29:41
4 »
4 |« |1 /228 » | » | 10 v items per page 1-10 of 2276 items
* Configuration

Copyright © 2016 Sierra Monitor Corporation

Figure 41: Notifications Page

The following fields are displayed and can be used as filters to find a specific notification:
e Notification Type

¢ Notification Message

o Device Name

e MAC Address

¢ Company

e Date

NOTE: If certain fields are not present, they may be hidden. To make them viewable follow the Data
Table Dropdown Menu instructions in Appendix B. 2.
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‘4.3.1 Configure a Notification Delivery

Notifications can be configured to be sent via email and/or SMS.

e Click the “Configuration” icon (Q) on the bottom right side of the page.

Notifications Configuration

Send notification as

Email SMS

Select devices for which SMS/Email notification is required

00:50:4E:11:81:A6 - Sion

00:50:4E:11:81:A5 - Toretto Motors

F0:03:8C:88:3D:1C - FieldCast v4.6 Socomec A10
F0:03:8C:68:3B:83 - FieldCast v4.7 ION7300

F0:03:8C:68:3B 6E - FieldCast v4 6 Test Unit

F0:03:8C:68:3D:1B - FieldCast v4.6 Tunnel Test
00:50:4E:11:81:B1 - Ocean's Eleven

00:50:4E:11:81:AT - Wayne Enterprises

00:50:4E:11:81:A2 - Medellin Imports -

Figure 42: Notifications Configuration Menu

e Click the corresponding checkbox to have notifications sent as email or SMS.

e Browse and select the device(s) for natification.

e Click “Configure” to save settings.
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‘4.3.2 Using System View Events to Generate Notifications

System View and Event Logger are part of the optional Application Engine platform, which allows
local applications to easily browse and manage FieldServer information or settings. In the near
future, these applications will also have the option to supply FieldServer data to SMC Cloud.

If the customer’s FieldServer uses these local applications, login to the FieldServer by entering the IP
Address into a browser on the local PC to see the pages described below.

14321 Creating Events

¢ Once the device has appeared on the system view page, click on the device.

& Profile v

@ System View -

: System View
|+ Historian
o Sensors
) Event Logger
& FieldPoP™ Address Name Location Humidity Mode
© About 1 BAC_MSTP_Module_1_ Milpitas 0 0
o Configure

2016 All Rights Reserved - About - Diagnostics

Figure 43: System View Listing Device

NOTE: The System View shows if a device is online or offline by highlighting the device a color
based on its status if online and showing no highlight if offline. See example below.

System View

Sensors
Address Location Description Voltage L-L Voltage B-N Voltage B-C
1 San Jose Type A T9.63 60 59.5
2 San Jose Type B 61.09 120.98 61.08
3 San Jose

Figure 44: System View Showing Online and Offline Devices
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o Clicking on the device will open the device view page, which shows all the data elements that

can be gathered from the device, location and status.

@ System View
l#” Historian

) Event Logger
& FieldPoP™
O About

& Configure

« Back

L) Milpitas

Name

Location

Hours of Operation
Integral Time

Manual Capacity

Actual Humidity or Demand
Device Type

Operating Status

Maintenance and malfunction
status

Y7 value spray circuit
Y8 value spray circuit
Y9 value spray circuit

Inlet pressure

2016 All Rights Reserved - About - Diagnostics

BAC_MSTP_Module_1_

Milpitas

0H

oM

Save

& Profile v

Figure 45: Device View Screen

¢ Click on the bell icon () next to an element to attach an event and open the Event Settings

window.

NOTE: Event Settings allow the FieldServer to go into Trouble, Warning or Alarm status based on the
settings entered. These events appear on the FieldServer Event Logger page and populate onto

the SMC Cloud Notifications page if the FieldServer is registered.

e Select the desired event type to open up additional parameters to customize when events occur.

Event Settings

= -

Select the type of event for this data

point

Non

e

Trouble
Warning
Alarm

Figure 46: Event Settings Window
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e The following parameters are available for configuration:
o Set Point — point at which an event will trigger

o Falling Value — click the checkbox if the event should trigger if values fall below the set
point; leave unchecked if event should trigger above the set point

o Deadband - the difference above or below the set point before the event is cleared.

Event Settings
Event Type [ Alarm ,l
Set Point l 0 l
Falling Value
Deadband l 0 l

Figure 47: Event Setting Parameters

¢ Click Save to set the Event Settings.

24.3.2.2 Viewing FieldServer Events

o Events can be viewed on the device by clicking on the Event Logger tab to open the Event

Logger Page.
a le =
@ System View
Event Logger
|2 Historian
Time ~ ¥ Component “ Type ¥ Message
4 Event Logger
& FieldPoP™ Jul 20, 2016 6:25:33 PM Application Alarm BAC_MSTP_Module_1_went into an alarm state
& i Jul 20, 2016 7:43:42 AM Application Alarm BAC_IP_RS_Module_1_ went into an alarm state
About

% Configure

2016 All Rights Reserved - About - Diagnostics

Figure 48: Event Logger Page

¢ In SMC Cloud, this information can be viewed on the Notifications Page if the device is registered
(Figure 41).

o Additionally, device status information will populate on the Device Management page via color
coded icons (Section 4.2.1).
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4.4 Dashboards
e Click the ¥ Mew Dashboard button on the bottom right corner of the screen.

e Add a Dashboard Name and choose the Dashboard Type from the template options shown.

Add Dashboard Template

Dashboard Name

Select Dashboard Template

Eight Gauges |||I| I/” Four Graphs |||I| |A’
8 gauges for current values anly A 4 graphs for time series data only A

Ig v |! v
Four by Four Compact |||I| I”’ Four by Two |||I| |A’
Four gauges and four small graphs Four gauges and two graphs

i~ €& i €
Sixteen Gauges [l & Two by Two bl |7
16 gauges for current values only Two gauges and two graphs

~ ¢ i~ ¢

Figure 49: Dashboard Creation Window

e Click Create and a message will appear declaring that the new Dashboard was successfully
created.

e Click the OK button.

4.4.1 Rename a Dashboard
e Click the edit icon (#") on the right side of the desired dashboard entry to rename (Figure 81).

e The Dashboard name is now editable, rename and click save.

Demo + Save X Cancel
(% view dashboard ra

B
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‘4.4.2 Setup Dashboard

e Click (@ view dashboard on the desired dashboard entry (Figu re 81) to open the dashboard proper.

& Demo Select Dashboard +
Add a filter +
time_select
O Quick
This month v
[ olele}

CONFIG_GAUGE CONFIG_GRAPH

1.0

0.5

0.0

-05

2017-11-08 00:15 2017-11-15 00:30 2017-11-23 00:45

CONFIG_GAUGE

0.5

0.0

05

40

2017-11-01 00:00 2017-11-08 00:15 2017-11-15 00:30 2017-11-23 00:45 -

Figure 50: Dashboard Proper

e Click on the wrench icon (.~) next to either gauges or graphs for data configuration.

e Select the data for visualization via gauge or graph by clicking the grey checkbox to the left of the
desired value.

o Gateway Names, Device or Value can be filtered by entering desired search information in
the search box above the listed data sources

o For gauges, only one data source can be selected

o For graphs, multiple data sources can be selected

Data source configuration
Selected Gateway Name Device/Value
volt
FieldCast v4.6 A10 modb_device/Volts (V)
Aruba ProtoAir SNMP_HB8036_1_/Voltage L-L
Aruba ProtoAir SNMP_H8036_1_/Voltage Phase B-N
Aruba ProtoAir SNMP_HB8036_1_/Voltage Phase B-C
Aruba ProtoAir SNMP_PM5000_2_/Voltage L-L
Aruba ProtoAir SNMP_PM5000_2_/Voltage B-N -
Cancel Change
Figure 51: Data Source Configuration Window
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e Once selected data points appear at the bottom of the Data source configuration window, modify
the Title (name of gauge or graph), label (name for the specific data point) or Max Range (gauge
only) as desired.

Selected Data Points Title]My Visualization
J Gateway: FieldCastv4.6 A10 Device/Value: modb_device/Volts (V)
Label: |[FieldCast v4.6 A10]mod Max Range: [150
Cancel
[ )

Click Change once configuration is complete to generate the gauge or graph.

My Visualization

My Visualization

M [FieldCast v4.6 A10]modb_device/Volts (V)
‘ 122.44 220
21.0

[FieldCast v4.6 A10Jmodb_device Volts (V)

NOTE: For gauges, to change what color a range of values represents, click the left pointing arrow icon
(%) to the right of the gauge. Click the range to modify and then choose the new color.

NOTE: For graphs, values can be hidden by click the data point item where the label is written out next to
a square of its representative color.
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‘4.4.3 Change the Dashboard Time Range

e To change the time range of the presented data (x-axis for graphs and average calculation for
gauges), select from the four representation types under the time_select parameter near the top

of the page.
@ Demo Select Dashboard ~
Add a filter 4

@ Quick

This week v

@000

Figure 52: Time Range Field

o Select a type of time range representation by clicking any of the four circles under the
dropdown menu or clicking on the white arrows pointing left or right on the left and right
edges of the screen.

There are four ways to visualize the selected data in terms of time range. These include:

Quick — Offers straightforward time selections such as ‘this week’, ‘previous month’, ‘last 12 hours’, etc.

® Quick

This week v

Relative — Allows representation of data from the current time to a chosen number of minutes, weeks,
months, etc. in the past. Click the Go button to update graphs and gauges.

O Relative
From: 2017-08-01T00:00:00-07:00 To: Now

3 Months ago Y Now

¥ round to the month

Absolute — An explicit range of year, month, day, hour, minute, second, and fraction of a second is
selectable (YYYY-MM-DD HH:mm:ss:SSS). Click the Go button to update graphs and gauges.

® Absolute

From: To:

2017-08-01 00:00:00.000 2017-12-30 23:59:59.999

Time Animation — This selection allows viewing of graphical data as it occurred in consecutive
aggregates of minute, hour, day, month, etc. Select the total time frame using one of the previously
described representation methods, change the ‘round to the nearest’ dropdown menu for the desired time
frame jumps and click the play icon ([3) to start the graphical visualization. Hit pause ([Z]) and click the
skip forward (|.]) or skip backward (|.]) arrows to move the time frame manually.

@ Time Animation Previous month
Frame: December 30th 2017, 16:00:00 to December 30th 2017, 23:59:59

round to the nearest | Day v
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‘4.4.4 Delete a Dashboard

Click the trash icon (@) on the right side of the desired dashboard entry to delete (Figure 81).

A message will appear to confirm, click “Delete Dashboard”.

Are you sure ?

This will permanently delete the dashboard: Demo

Delete Dashboard

Figure 53: Delete Dashboard Confirmation Window

Another message will appear stating that the dashboard was deleted successfully, click the OK

button.
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4.5 General Notes for Using SMC Cloud

e See Data Table Features (Appendix B.2) for information on how to filter or export data for the
sections that follow.

e See Appendix B.4 for SMC Cloud Session Time Out details.
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5 LOGGING INTO AND USING SMC CLOUD (FOR ADMINISTRATOR)

Go to www.fieldpop.io and type in the appropriate login information as per administration login details.

€ - C | @ https//www.fieldpop.io/fieldpop_user_mgr/login.html ? &=

SMN G-

Email address

admin@gmail.com

Password

[JRemember Me  Forgot Password?

Copyright @ 2016 Sierra Monitor Corporation

Figure 54: SMC Cloud Login Screen

For new users, the instructions for login and password setup are shown in Section 2.2.1.
If the login password is lost, see Appendix A.2 for recovery instructions.

NOTE: Sections 5.2 — 5.7 represent each of the tabs that appear at the top of the page once logged into
SMC Cloud and describe their functions.

Page 47 of 83


https://www.fieldpop.io/

Sm Sierr.a
monitor .
SMC Cloud Start-up Guide

5.1 Account Management

Account management can be done on any screen by simply clicking on the user icon in the top right
corner of the page.

SMG=- I FieldPoP” FieldPoP Demo @-

& Edit Profile
& Change Password
B A i - :  Customize Ul

¥ E S R
PR 1 F | <o
’&“‘:h ? . - : ¥ ©f Privacy Settings

'& ® Logout

Device Management User Management Notifications Reporis Audit Logs Data Logging

A
_ Lak ‘-—‘ Mzp data ©2016 _ Jeans of Use __Report s map endx

About Us

Copyright © 2016 Sierra Monitor Corporation

Figure 55: User Account Dropdown Menu

Once the icon has been clicked, the dropdown menu with options to Edit Profile, Change Password,
Customize Ul, Notifications, Privacy Settings and Logout will appear.

See the subsections that follow for Account Management features and instructions.
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‘5.1.1 Editing the Profile
e Click “Edit Profile” in the dropdown menu.

e Enter or alter the profile details as needed.

Edit Profile
First Name

*First Name required

Last Name

*Last Name required
Email Address

fieldpopdemo@sierramonitor.com

Company
FieldPoP Demo

Phone Number
BE= - (201) 555-5555
*Invalid Number

* Mandatory Fields

E Cancel

Figure 56: Edit Profile Menu

e Then click “Save” to update the new profile information.

5.1.2 Changing the Password

To change the password, fill in the password information as needed.

NOTE: Hover over the password strength to see comments related to the entered password.

Change Password

Current Password
aestsssssasssseenans & Estimated time to crack this
password: 4 hours.
Your password o ke it
could be a dictionary word or a
name.

New Password

Weak

ansssenane @&

Ifit's a name with personal
significance it might be easy to
guess.

Ifi's a diclionary word it could
be cracked very quickdy.

) * Please choose a stronger new password
Confirm Password

*
password @

* Mandatory Fields

Figure 57: Change Password Menu
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‘5.1.3 Customizing the Ul

The Ul can be customized by uploading a new company logo or changing the company name.

Customize Ul
Company Logo

sSmc v

Company Name

»
FieldPoP Demo f

Update Cancel

Figure 58: Customize Ul Menu

To upload a new company logo:
e Click the pencil icon to open up a browser window.
e Select the image to upload.

e Click “Upload” to make changes or “X” to cancel.

To change the company name:
e Click the pencil icon next to the Company Name field.
¢ Click inside the Company Name field and type in the appropriate information.

e Click “Upload” to make changes or “X” to cancel.

'5.1.4 Enabling/Disabling Notification Audio Alerts

Notification audio alerts can be turned on or off by clicking “Notifications” in the dropdown menu.
When audio alerts are enabled, the local computer will make a ‘ping’ sound. This is the sound that will
occur when any notification type takes place in real-time.

The status of notification audio alerts can be viewed in the dropdown menu by looking at the speaker
icon to the right of the “Naotifications” text.

Audio alerts Enabled: %
Audio alerts Disabled: ™
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‘5.1.5 Privacy Settings: Configure Visibility

The following setting options allow Sierra Monitor basic to full access to devices connected to SMC
Cloud.

Privacy Settings: Configure Visibility
Allow SMC to view your data

i SMC will have visibility to basic device
Basic information such as MAC address and firmware
version

] SMC will have detailed visibility including device
Detailed location and description

SMC will have full access to devices including

v access to the secure tunnel

Figure 59: Privacy Settings Window

NOTE: If support is needed, Sierra Monitor Technical Support may require that these settings are
changed to assist in the troubleshooting process.
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5.2 Device Management

This page gives an overview of devices registered to SMC Cloud with a global map view.

5.2.1 Map Elements

The map shows the location of all the devices registered on SMC Cloud using Google Maps pins.

SMG:- 1 FieldPoP" FieldPoP Demo @'

Device Management User Management Notifications Reporis Audit Logs Data Logging

i
Map  Sateliite 1
i
i
i
: (@)
H C
: %)
3 —
i (@]
i
‘ =
‘\
A @
N Greenland -
\ w
\ " 7’
\l /" Finland
¥ Icelend Sweden }
\
vl . A Russia
/ 3 Norway
I/ L
/ 2 U
¥ i 4 Canada Ki E R x
=\ <8 y X i
> 7 i /a France ¥ ) "} Mongolia
A ! o w s e o SX U \ ;
b SIS ! North Dgited North 4 T
South Korea | Pacific Atfantic "3 y Sol
| Ocean - 0CRan \ N5 o9 iran
; \.§ [ Algeria | |jpya | EQYPY, 3 .
{ Mexico ¥ > Saudi Arabia
i r
! Mali | Niger Sudan
! S e \
1 . | Nigeria™, /2 Ethiopia
! (R : Y 7
T o e e e e g e T8 e B e e e e e e e e 1 o e e e e e e T S e
A N 1
idonesia Papua New \ {anzenia Indonesia
AT ! Angola Tt
| S/ -
: rgd ek ) Qs Indian
Australia | South ch-lé N Sauth % Ocean
| Pacific y £ Atlantic o
i Ocean ¥ () Ocean South Africa
| &
(v | | Argentina i
Zealand | | N
/I 5
/ )
Y +

Google

Southern Mapdata®2016 Termsof Use Reportamap error

Copyright ® 2016 Sierra Monitor Corporation

Figure 60: SMC Cloud Device Management Page

Each pin is color-coded to show the device status. The table shows which device status each color

represents.
Color Status
Grey Offline
Green Normal
Yellow Warning
Red Alarm
Blue Trouble

NOTE: See Appendix B.3 for details on map navigation.
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‘5.2.2 Customer Side Bar and OEM Summary

The Customer Side Bar shows a list of all enterprise customers’ devices that are currently registered
on a SMC Cloud account. The list is revealed by clicking the left-facing arrow on the top right side of
the screen (Figure 35).

Once the list has been opened, all of the SMC Cloud registered customers are shown on the right

side of the screen with the corresponding device names grouped beneath — click the plus sign ( ¥ ) to
the left of a customer to see the associated device names (Figure 61). Individual customers or
devices (by device name) can be found quickly by using the search bar at the top of the list.

Device Management

Map Satellite

L ’J—.’

A
South Korea

ia

v

SMGC- ‘ FieldPoP”

User Management

Narth
Pacific
Ocean

Notifications

LR

\

Audit Logs

Reporis Data Logging

Greenland

Canada

3 )
N
United 9’
V \ b '

Mexico

North
Atlantic
Ocean

Fai
S
i
C

o Yvenezuela

bl

FieldPoP Demo @-

(©

Indanesia. Papua New
nea

Google

Hew
Zealand

| Southern
| Ocean

1

1

South
Pacific
Ocean

T
O el
Per

i South
< Atlantic
5 Ocean

slauwoisn)

Angola
Mamibia |
Batg

South Af

South
Oced

Search £

+ Ocean's Eleven
Burn Notifications
The Murphy Group

+ Nassau Trading Company
Winterfell Group
Ares Irrigation
Stark Industries
Gray Matter

+ Treadstone
The Boiler List
Sion
Main Force Patrols

+ Toretto Motors
Medellin Imports
Rick's Casino

4+ Inception Solutions
Alias Investigations

Nelson and Murdock

Firmware Upload

BGOOOOOGGOGOOOOOOQ

4
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Figure 61: Customer Side Bar
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The OEM Summary Field is shown on the bottom of the Device Management Page when a device or
customer is selected.

OEM's Summary

OEM : Sierra Monitor Corporation
Enterprise Customer :Sierra Monitor Corporation

Deregister Device

Name : The Boiler List[00:50:4E:11:1B:51]
Model :fieldpop_test
Verion :0.1.0

Copyright © 2016 Sierra Monitor Corporation

Figure 62: OEM Summary Field Accessed by Selecting Device

Here the following information can be viewed:

¢ OEM - OEM name
e Enterprise Customer — enterprise customer name
e Devices — number of devices under that customer (only visible when a customer is selected in
the Customer Side Bar)
¢ Name — device name (only visible when a specific device is selected)
¢ Model — device model (only visible when a specific device is selected)
.

Version — SMC Cloud firmware version (only visible when a specific device is selected)

To limit devices to those under a single customer organization, click on an organization in the

Customer Side Bar and the OEM Summary Field will populate underneath the device map.

SM G- | FieldPoP FieldPoP Dema @-
Device Management User Management Notifications Reports Audit Logs | Data Logging
Map Satellite (o Search P
=
3 *53 + Ocean's Eleven 1
<P frazier Ad .,
4% ), 92 Burn Notifications o
%, & Z
“’45\6{ "’)% g The Murphy Group Q
] % el
>
o ey % 3 ,.menﬂess‘ + Nassau Trading Company
(=3
o J)v \Z\Q
% %, T Winterfell Group 0
ej,qu’ anamnﬂs Ares Irrigation 0
o, g pisaceSt Stark Industries 0
3, o
2 )
o = Gray Matter
ot e %@‘ Fort Knox_= e g + Treadstone o
% ‘ 2 wnel 0
4 %, Gells! %, o The Boiler List 0
’@ry %’1 % 3
% £ = 1i i
%f}. % 2 15t o Sion G
% g = )
Uf,‘p %.,s( 1 2 w Main Force Patrols °
2 5
isian B =
Lt pivisien AC 5 o Z + Toretto Motors n
ES E z
[ g N Medellin Imports o
[EJ o g‘ T
X B O Rick's Casino Q
&, z e 2
59@ v G & % 5 + Inception Solutions a
% 22 o >
@ > | A = T Alias Investigations 0
E‘% | ~mio<seﬂ€ﬂ"“‘3"‘ Ay 4 2
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Figure 63: Using Customer Side Bar to Access OEM Summary Information
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25.2.2.1 Firmware Update

The Firmware update process is as follows:

1. SMC sends the OEM a new firmware version for testing.

2. The OEM Admin uploads a new firmware version once they have qualified it. The firmware is
uploaded by clicking the Firmware Upload button located in the Customer Side Bar (Figure 61),
selecting the .img or .bin file (supplied by SMC) and clicking the Upload button.

Firmware Upload

Current Firmware Versions

Select a new firmware update file to upload
Browse

Figure 64: Firmware Upload Window

3. When the Enterprise Administrator logs in and selects a device, they will see a Firmware
Upgrade button in the OEM Summary section of the screen.

OEM's Summary -—
e

Customer : Burn Notifications Name : Burn Notifications[00:50:4E:11:1B:56] { Firmware Upgrade )
Model : Core Application ——
Version © 1.1.1

Figure 65: OEM Summary with Firmware Upgrade Button

Clicking on this button will show a list of firmware versions that have been uploaded by the OEM
Administrator.

3‘ .%1 ) 1 -2 brif

Firmware Upgrade a

Figure 66:
Firmware Select
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4. After selecting the version and clicking the Upgrade button, confirm the update by clicking the
Submit button in the next window. The device will be updated and restarted.

Upgrade Firmware

Are you sure you want to update the firmware of device 'Burn
Notifications' from version 1.1.1 to version 1.1.2 ?
Warning, this will restart the devicel

Figure 67: Confirm Firmware Update

Success

Firmware is upgraded successfully. Your device will now be
restarted.

Figure 68: Successful Firmware Update

NOTE: Only an Enterprise Administrator can upgrade the firmware.
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5.3 User Management

This page shows all user details for any registered users.

SMG--

FieldPOPw FieldPoP Demo @-

Device Management User Management Notifications Reports Audit Logs Data Logs

¥/OEM /Enterprise Customer

@ Admin ¥ Manager ¥ User #Admin @ User

Registered Users

FirstName = Last Name Y Company v Role v Email ¥ | Devices” Customers = Options =
Clark Kent FieldPoP Demo OEM Manager ¢ kent@dailyplanet com 2 2 n -
Charlie Peterson FieldPoP Demo OEM Admin cpeterson@protocessor.com 28 N/A n
FieldPoP Demo OEM Admin cpeterson@sierramonitor.com 28 N/A n
Daniel Ocean Ocean's Eleven Enterprise Customer Admin | d.ocean@oceanseleven.com [1] N/A n
Dominick Cobb Inception Solutions Enterprise Customer Admin | dom@inceptionsolutions.com 0 N/A n
Gordon Arnold FieldPoP Demo OEM Admin garnold@sierramonitor.com 28 N/A n
Han Seoul-Oh Toretto Motors Enterprise Customer Admin han@torettomotors.com o N/A n
Jason Bourne Treadstone Enterprise Customer Admin j.bourne@treadstone.com 1] N/A n
. lamac Flint Naccan Tradina Fntarnrica Cuetnmar Admin i flintmnaseantradinn rom n LYY ™ M , M
I« « 1 I3 » » 10 v items per page 1210 of 25 items

E‘Add ULCI  Export Options «

Copyright © 2016 Sierra Monitor Corporation About Us

Figure 69: User Management Page

The following fields are viewable and can be used as filters:
¢ Company

e First Name

e Last Name

¢« OEM

e Role
e Email
e Devices

e Customers

NOTE: If certain fields are not present, they may be hidden. To make them viewable follow the Data
Table Dropdown Menu instructions in Appendix B. 2.
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‘5.3.1 Managing Registered Users

The User Management page also allows the following functions:

153.1.1 Add a New User
e Click the “Add User” icon (@') on the bottom right side of the page.

ADD User

Email Address

example@abc.com

Confirm Email Address

example@abc.com

Role

OEM Admin v

* Mandatory Fields

Figure 70: Add User Window

e Fillin the new user’s email and role.
NOTE: For additional information about roles see Appendix B.5.

NOTE: If the “Role” field is set to “Enterprise Customer Admin” the “Company” field will appear. This
allows selection of an existing company on the system (via dropdown menu) or creating a new
company name by clicking the “+” sign and typing in the company name desired.

ADD User

Email Address

example@abc.com

Confirm Email Address

example@abc.com

Role

Enterprise Customer Admin

Company

Daily Planet

Alias Investigations
Ares Irrigation

Burn Notifications
The Boiler List

The Murphy Group
Toretto Motors

latory Fields

Figure 71: Add User Company

o Click “Create” to generate the new user and send out a SMC Cloud welcome email.

NOTE: SMC Cloud will automatically send an email to the newly created user for account setup. See
Section 2.2.1 for walkthrough instructions.
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531 .2 Assign or Remove Devices for an Existing User

Click the bold number in the Devices column in any user row to edit the details for that user.

Assign Devices to User

Clark Kent | Enterprise Customer Admin

Daily Planet (2730)

® 00:50:4E:11:81:A6 Sion
@ 00-50-4E:11:81:A5 Toretto Motors

FieldPoP Demo (28/30)

F0:03:8C:68:3B:6E FieldCast v4 6 Test Unit

F0:03:8C:68:3D:1B FieldCast v4 6 Tunnel Test

00-50:4E:11:81:B1 Ocean’s Eleven

00:50:4E:11:81:A7 Wayne Enterprises <

Figure 72: Assign Devices to User Window

Fill in the listed checkboxes to assign devices or deselect checkboxes already ticked to remove.

Click “Assign” to record the details.

531 .3 Assign or Remove Customers for an Existing OEM Manager

Click the bold number in the Customers column in any OEM manager user row to edit the details

for that user.

Assign Organizations to User

Clark Kent | OEM Manager

Assign organizations under Clark :

@ Daily Planet
Ocean's Eleven
Inception Solutions
Toretto Motors
Treadstone
Nassau Trading Company
Alias Investigations
Nelson and Murdock

@ Ares Irrigation -

Figure 73: Assign Devices to User Window

Fill in the listed checkboxes to assign organizations or deselect checkboxes already ticked to

remove.

Click “Assign” to record the details.
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5.3.1.4 Edit an Existing User

e Click the Edit icon (E) under the options column of any user row to edit the details for that user.

Edit User Details for: Clark Kent

Role

Enterprise Customer Admin v
Company

Daily Planet v +

Send activation email again Save Cancel

Figure 74: Create User Window

e Change all necessary fields.

e Click “Save” to record the updated details.

25.3.1.5 Delete a User

e Click the Trash Can icon (ﬂ) under the options column of the user row to delete.

Are you sure ?

You will not be able to recover user: Clark

Delete User

Figure 75: Delete User Warning

e Click “Delete User” on the warning screen to confirm deletion.
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54 Reports

There are two pages under the Reports tab: Registered Assets and Permissions.

‘5.4.1 Registered Assets

This page lists each of the devices registered to SMC Cloud and shows all of the device details.

SMC | FieldPoP” FieldPoP Demo @.

Device Management | User Management | Notifications Reports | AuditLogs & Data Logging

Registered Assets Permissions

Registered Assets

Company ¥ MAC Address ‘ Device Name Location ‘ Total Devices 2 =

Alias Investigations 00:50:4E:11:1B:49 Elco 45466083, 9.184254 | 1 -
Ares Irrigation 00:50:4E:11:1B:4D Ares [rrigation 29.550546, -95.096969 1
Baxi SpA 00:50:4E:11:0E:DO FS_ZA 121 -26.0675, 27.943469999999934 1
Burn Notifications 00:50:4E:11:1B:56 Burn Notifications 25.790150, -80.137441 1
 Gray Matter » 00:50:4E:11:1B:4E ' Gray Matter 35.082329, -106.627734 =
Inception Solutions 00:50:4E:11:1B:46 Inception Solutions 50.829387, -115.210696 1
Main Force Patrols 00:50:4E:11:1B:4F Main Force Patrols -33.634901, 150.440239 | 1
Medeliin Imports 00:50:4E:11:1B:45 Medellin Imports 4.706454, -74.067303 1
Nassau Trading Company 00:50:4E:11:1B:57 Nassau Trading Company 25.047400, -77.350829 \ 1
Nelson and Murdock 00:50:4E:11:1C:9D Neptronic 45526368, -73.659992 1

IRl < |1 |Lo| P >l 10 v | items per page 1-100f20 ne[nsv

Copyright © 2016 Sierra Monitor Corporation

Figure 76: Registered Assets Page

The following fields are viewable and can be used as filters:
¢ Company

¢ MAC Address

e Device Name

e Description

e Location

e Device ID

e Total

NOTE: If certain fields are not present, they may be hidden. To make them viewable follow the Data
Table Dropdown Menu instructions in Appendix B.2.
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‘5.4.2 Permissions

This page shows each MAC Address and which user(s) have permissions to access them.

SMNG=- ‘ FieldPoP" FieitPoP Demo | 8 [+

Device Management User Management Notifications Reports Audit Logs | Data Logging

Registered Assets Permissions

Permissions

MAC Address a2 User % =
\ | |

00:50:4E:11:1B:49 Alias Investigations S

00:50:4E:11:1B:4D Ares Irrigation

00:50:4E:11:0E:DO Baxi SpA

00:50:4E:11:1B:56 Burn Notifications

00:50:4E:11:1B:4E Gray Matter

00:50:4E:11:1B:46 Inception Solutions

00:50:4E:11:1B:4F Main Force Patrols

00:50:4E:11:1B:45 Medellin Imports

00:50:4E:11:1B:57 Nassau Trading Company

00:50:4E:11:1C:9D Nelson and Murdock .
] 3

4 | 4 \1—\f2 >kl I 10 v |items per page 1-10 of 20 items

Export Options «

Copyright © 2016 Sierra Monitor Corporation

Figure 77: Permissions Page

The following fields are viewable and can be used as filters:
e MAC Address

e User
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5.5 Audit Logs

This page shows the events for each user on SMC Cloud and lists the relevant details.

SMGC:= | FieldPoP"

Device Management

User Management

¥/OEM

¥Admin  ¥User

User 3¢

c.kent@dailyplanet.com
c_kent@dailyplanet.com
w.wilson@smsfc.org
w.wilson@smsfc.org
luca@sierramonitor.com
luca@sierramonitor.com
luca@sierramonitor.com
luca@sierramonitor.com
luca@sierramonitor.com

luca@sierramonitor.com

Copyright © 2016 Sierra Monitor Corporation

¥/Admin

14 < 1 15| P >l 10

Notifications Reports

¥Enterprise Customer

wUser

Role

Enterprise Customer Admin
Enterprise Customer Admin
Enterprise Customer Admin
Enterprise Customer Admin

OEM Admin

OEM Admin

OEM Admin

OEM Admin

OEM Admin

OEM Admin

v | items per page

Audit Logs

v

Data Logging

2016-04-14 - 2016-04-15 | [
Audit Logs

Message M

Logged out
Logged in
Logged out
Logged in

Logged in

Created new user giulio.tessarolo@baxi.it

Logged in
Logged out

Logged in

Updated Notification Configurations for ..

FieldPoP Demo @.

Time ¥ =

2016/03/24, 11:26:15
2016/03/24, 11:25:47
2016/03/18, 22:10:41
2016/03/18, 22:10:36
2016/03/23, 04:09:44
2016/03/23, 03:40:10
2016/03/23, 03:38:21
2016/03/22, 06:26:21
2016/03/22, 05:48:04

2016/03/22, 05:37:45
»

1-10 of 148 items

Export Options «

Figure 78: Audit Logs Page

The following fields are viewable and can be used as filters:

e User
e Role
e Message

e Time

Additionally, a “From Date” and “To Date” search bar is included on the top right section of the page.
This allows viewing a specific time frame of events based on the dates entered.

NOTE: If certain fields are not present, they may be hidden. To make them viewable follow the Data
Table Dropdown Menu instructions in Appendix B. 2.
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5.6 Data Logging

This page lists the data available for download to a local PC.

Serrn H ™ FieldPoP D -

SI I lc LLLLL | F|e|dPoP ieldPoP Demo @

Device Management User Management Notifications Reports Audit Logs Data Logging
Device Data Logs

Device Name & MAC Address e Archive =

Aurba Demo 00:50:4E11:57:11 & -

=

4 4
I« 4 |1 IER I | 10 v |items per page 1-10of 1items

Copyright ® 2016 Sierra Monitor Corporation

Figure 79: Data Logging Page

The following fields are viewable and can be used as filters:
e Device Name
¢ MAC Address

5.6.1 Downloading Data Logs
¢ Find the appropriate data using the device name and MAC Address.

¢ Click the hard drive icon under the Archive column to open the Generate Historian Archive
Window.

Generate Historian Archive to Dowload

Select Date Range: | Select Date Range |

Select Format: [ JsoN M|

ZIP Logs: 3

Figure 80: Generate Historian Archive Window

e Fillin the information as needed, selecting the data’s date range, format (JSON or CSV) and
whether the file is generated as a zip file.

e Click Download to generate and download the file to the local PC.

NOTE: Data Logs are time stamped in seconds form January 1st, 1970.
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5.7 Dashboards

This page lists the dashboards that have been created by the user.

& ‘ FieldPoP" FieldPoP Demo @-

Device Management User Management Motifications Reports Audit Logs Data Logs Dashbeoards

My Dashboards

FieldCast

& view dashboard s o
JK

@ view dashboard P i |

Weatherlink - Milpitas

€ view dashboard |

4+ New Dashboard

Copyright © 2016 Sierra Monitor Corporation About Us

Figure 81: Dashboards Page
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‘5.7.1 Create a Dashboard

e  Click the 4 New Dashboard button on the bottom right corner of the screen.

e Add a Dashboard Name and choose the Dashboard Type from the template options shown.

Add Dashboard Template

Dashboard Name

Select Dashboard Template

Eight Gauges 1 Four Graphs
sl [ Ll [~
8 gauges for current values anly A 4 graphs for time series data only A
I“ ™ |~. <
Four by Four Compact I Four by Two
il [ il [~
Four gauges and four small graphs A Four gauges and two graphs A
I“ ™ |~ <
Sixteen Gauges |||I| |M Two by Two |||I| |M
16 gauges for current values only Two gauges and two graphs
o~ €& ~ ¢

Figure 82: Dashboard Creation Window

e Click Create and a message will appear declaring that the new Dashboard was successfully
created.

e Click the OK button.

5.7.2 Rename a Dashboard
e Click the edit icon (.#°) on the right side of the desired dashboard entry to rename (Figure 81).

e The Dashboard name is now editable, rename and click save.

Demo + Save ¥ Cancel
% view dashboard e

=]
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‘5.7.3 Setup Dashboard

e Click (@ view dashboard on the desired dashboard entry (Figu re 81) to open the dashboard proper.

& Demo Select Dashboard +
Add a filter +
time_select
O Quick
This month v
[ olele}

CONFIG_GAUGE CONFIG_GRAPH

1.0

0.5

0.0

-05

2017-11-08 00:15 2017-11-15 00:30 2017-11-23 00:45

CONFIG_GAUGE

0.5

0.0

05

40

2017-11-01 00:00 2017-11-08 00:15 2017-11-15 00:30 2017-11-23 00:45 -

Figure 83: Dashboard Proper

e Click on the wrench icon (.~) next to either gauges or graphs for data configuration.

e Select the data for visualization via gauge or graph by clicking the grey checkbox to the left of the
desired value.

o Gateway Names, Device or Value can be filtered by entering desired search information in
the search box above the listed data sources

o For gauges, only one data source can be selected

o For graphs, multiple data sources can be selected

Data source configuration
Selected Gateway Name Device/Value
volt
FieldCast v4.6 A10 modb_device/Volts (V)
Aruba ProtoAir SNMP_HB8036_1_/Voltage L-L
Aruba ProtoAir SNMP_H8036_1_/Voltage Phase B-N
Aruba ProtoAir SNMP_HB8036_1_/Voltage Phase B-C
Aruba ProtoAir SNMP_PM5000_2_/Voltage L-L
Aruba ProtoAir SNMP_PM5000_2_/Voltage B-N -
Cancel Change
Figure 84: Data Source Configuration Window
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e Once selected data points appear at the bottom of the Data source configuration window, modify
the Title (name of gauge or graph), Label (name for the specific data point), Unit (gauge only —

custom “units” text field), Ranges (gauge only), or Graph color (graph only — defines color of each
set of data in the graph) as desired.

Selected Data Points Title:{My Visualization
J Gateway: FieldCast v4.6 A10 Device/Value:
modhb_device/Volts (V)
Label: [FieldCast v4.6 A10]mod Unit:
Ranges
From: 0 To: 50 n
From: 50 To: 100 B
Cance Change
¢ Click Change once configuration is complete to generate the gauge or graph.
My Visualization <" My Visualization
125.0
M [FieldCast v4.6 A10]modb_device/Valts (V)
124.0
123.0
122.44 1220
121.0
120.0
[FieldCast v4.6 A10]modb_device Volts (V) Tnen
2017-10-26 00:00 2017-10-28 00:00 2017-10-30 00:00 2017-11-01 00:00

NOTE: For gauges, to change what color a range of values represents, click the left pointing arrow icon
(1) to the right of the gauge. Click the range to modify and then choose the new color.

NOTE: For graphs, values can be hidden by click the data point item where the label is written out next to
a square of its representative color.
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‘5.7.4 Change the Dashboard Time Range

e To change the time range of the presented data (x-axis for graphs and average calculation for
gauges), select from the four representation types under the time_select parameter near the top

of the page.
@ Demo Select Dashboard ~
Add a filter 4

@ Quick

This week v

@000

Figure 85: Time Range Field

o Select a type of time range representation by clicking any of the four circles under the
dropdown menu or clicking on the white arrows pointing left or right on the left and right
edges of the screen.

There are four ways to visualize the selected data in terms of time range. These include:

Quick — Offers straightforward time selections such as ‘this week’, ‘previous month’, ‘last 12 hours’, etc.

® Quick

This week v

Relative — Allows representation of data from the current time to a chosen number of minutes, weeks,
months, etc. in the past. Click the Go button to update graphs and gauges.

O Relative
From: 2017-08-01T00:00:00-07:00 To: Now

3 Months ago Y Now

¥ round to the month

Absolute — An explicit range of year, month, day, hour, minute, second, and fraction of a second is
selectable (YYYY-MM-DD HH:mm:ss:SSS). Click the Go button to update graphs and gauges.

® Absolute

From: To:

2017-08-01 00:00:00.000 2017-12-30 23:59:59.999

Time Animation — This selection allows viewing of graphical data as it occurred in consecutive
aggregates of minute, hour, day, month, etc. Select the total time frame using one of the previously
described representation methods, change the ‘round to the nearest’ dropdown menu for the desired time
frame jumps and click the play icon ([3) to start the graphical visualization. Hit pause ([]) and click the
skip forward (|.]) or skip backward (|.]) arrows to move the time frame manually.

@ Time Animation Previous month
Frame: December 30th 2017, 16:00:00 to December 30th 2017, 23:59:59

round to the nearest | Day v
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‘5.7.5 Delete a Dashboard

Click the trash icon (@) on the right side of the desired dashboard entry to delete (Figure 81).

A message will appear to confirm, click “Delete Dashboard”.

Are you sure ?

This will permanently delete the dashboard: Demo

Delete Dashboard

Figure 86: Delete Dashboard Confirmation Window

Another message will appear stating that the dashboard was deleted successfully, click the OK

button.
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5.8 General Notes for Using SMC Cloud

o See Data Table Features (Appendix B.2) for information on how to filter or export data for the
sections that follow.

e See Appendix B.4 for SMC Cloud Session Time Out details.
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Appendix A. Troubleshooting

Appendix A.1. Device Management Map

‘Appendix A.1.1. Device Pin Turns Gray Unexpectedly

If a device pin turns gray on the Device Management Page:
e Check FieldServer is connected to the internet.

e Ensure power LED is lit on the FieldServer.

Appendix A.1.2. Scroll Wheel Doesn’t Change Map Magnification

If the mouse scroll wheel is used and the Device Management Map shows the message “Use ctrl +

scroll to zoom the map”, hold down the Ctrl key while using the wheel to zoom in or out of the map.
Appendix A.2. Lost SMC Cloud Login Password

If the password is lost, follow the below instructions:

e Click “Forgot Password” on the SMC Cloud Login Screen (Figure 87).

Forgot Password?

Alink to reset your password will be sent to your email address
Email Address

Xyz@gmail.com

* Mandatory Fields

Figure 87: Forgot Password Window

e Once the Password Reset Window appears, enter the email address of the SMC Cloud account
and click Submit.

e Click on the “Reset Your Password” button in the email sent from notification@fieldpop.io to reset
the SMC Cloud password.

Set Your Password

New Password

password @

Confirm Password

password @&

*Mandatory Fields

Figure 88: Password Reset Window

e Enter and confirm the new password then click Save.
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Appendix A.3. SMC Cloud Cannot Remotely Connect to a Device

Check if the screen below appears when trying to remotely connect to a device. If so, try clearing the
DNS cache (in the cmd window type "ipconfig /flushdns") or validate the local computer’'s DNS
against the network DNS settings. Contact technical support if the problem persists.

C | @ https://hj9gfnage.tunnelfieldpop.io

This site can't be reached
hj9qfnaqe.tunnel fieldpop.io's server DNS address could not be found.

DNS_PROBE_FIMNISHED_MNXDOMAIN

Appendix A.4. General Connection Notes

e ltis important to check that the FieldServer’s network settings are set up with the following
Domain Name Server (DNS) settings for proper communication:
o DNS1=8.8.8.8
o DNS2=88.44

e Any time changes to the network settings are done, remember to click “Update IP Settings” and
then power cycle or soft reboot the FieldServer to save the new settings.

e The SMC Cloud uses TCP ports 80 and 443 by default.
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Appendix A.5. SMC Cloud Connection Problems

If there is a problem with connecting to the SMC Cloud a warning will appear.

Register this device on FieldPoP™

FieldPoP™ Server Unreachable
The device is unable to connect to the FieldPoP ™ server.

The following network issues have been detected. Correcting them might resolve connectivity to the server.

« Domain Name Server1 not configured
« Domain Name Server2 not configured
Ensure your network firewall is configured to allow this device to access the FieldPoP™ server:
+ Device MAC address: 00:50:4E:11:30:D2
« Allow HTTPS communications to the following domains on port 443
o www.fieldpop.io
o ts.fieldpop.io

Figure 89: Registration Warning Message Example

Follow the directions presented in the warning message and check that the DNS settings meet the
requirements mentioned in Appendix A.4.
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Appendix B. Useful Features

Appendix B.1. Security

SMC Cloud to FieldServer and FieldServer to browser connections are secured with HTTPS, which
uses TLS/SSL (Transport Layer Security/Secure Sockets Layer). The HTTPS certificate is issued by
SSL.com. Details are viewable via any local PC browser by following the instructions found in
Appendix B.1.3.

NOTE: SMC Cloud keeps information private between individual OEMs and individual enterprise users.
There is no bleed between different OEMs and different enterprise users.

‘Appendix B.1.1. PC to SMC Cloud

To browse SMC Cloud via PC, type the following domain into the PC’s internet browser:
www.fieldpop.io (port 80 and 443).

‘Appendix B.1.2. FieldServer to SMC Cloud

To allow the FieldServer to connect to SMC Cloud, use the following domain: www.fieldpop.io (port
80 and 443).

To connect to a ProtoNode via SMC Cloud, a device tunnel is created that has a unique subdomain in
the URL. The best way to configure a firewall rule with this in mind is to use a wildcard domain:
*.tunnel.fieldpop.io (port 443).

Additional security can be added by allowing the FieldServer to exclusively access the *.fieldpop.io.
This provision can be set up in the customer’s firewall.

‘Appendix B.1.3. Viewing the Certificate

e Open a web browser on the local PC and go to https://www.fieldpop.io.

e Move the cursor to the padlock icon ( i ) next to the website address.

=) ==

<« > C fﬁhttps://www.ﬂe\dpop.io/ﬁeIdpupiuserimgr/#/\ogin F

View site information |

SMG

Email address

Password

[JKeep me logged in  Forgot Password?

Copyright © 2016 Sierra Monitor Corporation
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Right-click the padlock icon to open a dropdown menu for website information and browser

settings.

Click the Details link to open the security overview information panel.

& = €| @ hpsywww.fieldpopio/fieldpop_user_mgr/#/login L
www. fieldpop.io ®
Your connection to this site is private. Details
@ 19 from this site, 0 from other sites
™
Permissions eldPoP
@ Location: Ask by default ~
il address
[ Camera; Ask by default~
dpopdemo@sierramonitor.com
& Microphone; Ask by default~
[ Notifications: Ask by default~
[l Images: Allowed by default = pword
7 JavaScript: Allowed by default~ @
[% Popups: Blocked by default~
¥ Automatic Downloads: Ask by default~
B ep me logged in Forgot Password?
54 Plugins: Detect important content by default ~
0 I deies ol cono A by et
Site settings }yrigm ® 2016 Sierra Monitor Corporation
Review the information and click the View certificate button.
“ | 8 (]| Elements Console Sources Network Timeline Security » A2 x
B Overview Security Overview
SMG:= A o
Main Origin -
Reload to

Email address

fieldpopdemo@sierramonitor.com

Password

/Keep me logged in Forgot Password?

Copyright ® 2016 Sierra Monitor Corporation

Secure Origins

® https://maps.googleapis.com

cure (valid HTTPS).

Valid Certificate

The connection to this site is using a valid, trusted
server carificate.

Cnssiiie:)

Secure TLS connection

The connection to this site is using a strong protocal
wersion and cipher suite

Secure Resources

All resources on this page are served securely.
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e Examine the certificate as needed.

Certificate

General | petails | Certification Path|

Ls] Certificate Information

This certificate is intended for the following purpose(s):

 Ensures the identity of a remote computer
« Proves your identity to a remote computer
»1.3.6.1.4.1.38064.1.1

» 2.23.140.1.2.1

* Refer to the certification authority's statement for details.

Issued to: *.fieldpop.io

Issued by: SSL.com DV CA

Valid from 1/ 21/ 2016 to 1/ 21/ 2017

Issuer Statement

Learn more about gertificates

NOTE: To download the certificate, click the Details tab and click the ‘Copy to File’ button.
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Appendix B.2. Data Table Features

The following features are available on any Data Table Page.

Appendix B.2.1. Additional Filter Options

Column Field Search — Specific details can be typed into the text box at the top of each column to

locate users.
Registered Users

e Number X Email

134567890 | Enterprise Customer ... Bhargavi.M@LntTechservice|

176543210 | Enterprise Customer ... greeshma@gmail.com|
Figure 90: Filtering Using Field Search

Column Dropdown Menu — The downward pointing arrow to the right of each field name can be
selected to sort in ascending, descending or hide the selected column. To bring a hidden column
back into the table, use the Data Table Dropdown Menu.

Registered Users
T T T
COmpanyO First Name “ | LastName “ |Phone Number Role N E

| Int bhargavi m 911234567890 | Enterprise Customer .. Bhargavi.M@

‘ LG greeshma g 919876543210 | Enterprise Customer ... greeshnf

Figure 91: Filtering Using Column Dropdown Menu

User Type Checkbox — Additionally, the Registered Users listing and Audit Logs listing can be
filtered using the user type checkboxes across the top of the page by unchecking to exclude the user
types in question and checking to include those same users.

SMG= | FieldPoP"

Device Management

FieldPoP Demo lz’.

Notifications

User Management Reports Audit Logs Data Logging

YIOEM

“Admin

¥IEnterprise Customer

“User ®Admin  @Uuser

Registered Users

First Name ¥ | LastName - [ Company “ | Role ¥ Email e

Phone Number | Devices“ [ Device List 7E
[ 1| \ ]| | |
Clark Kent The Daily Planet | Enterprise Customer A ¢ kent@dailyplanet.com | 14082622299 | NA Assign u =
Codel | caitz Sierra Monitor . OEM Admin | i .com | o7sseseons | wa | Assan | ae

Figure 92: Filtering Using User Type Checkbox

Data Table Dropdown Menu — Click on the gray menu icon on the top right corner of the desired
data table. This will open a dropdown list that includes the option to clear all filters and lists the
columns available for this specific data set. Columns clicked will be hidden or added to the table
depending on whether they are present in the table or not.

2 ‘Device ~ | Device List ‘ = ’
| 1

hservices.com 2 Assign n -
nail.com ‘ 1 Assign E n
dgmail.com 1 Assign | B n

Figure 93: Clearing Filters
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e  Click on the blue “Export Options” button on the bottom right corner Data Table.

SI I |G.1'r‘.i‘»- | FieldPon FieldPoP Demo @-
Device Management User Management Notifications Reports Audit Logs Data Logging
¥OEM [“IEnterprise Customer
¥Admin - ®User ¥Admin - ®User
Registered Users
First Name ~ | LastName “ | Company Role 7 Email ¥ | Phone Number ~ Devicesv Device List Options =
Clark Kent The Daily Planet  Enterprise Customer Admin c kent@dailyplanet com 14082622299 N/A Assign D -
Cordell Calitz Sierra Monitor ... OEM Admin cordell.caliiz@gmail.com 27836569025 N/A Assign 0
Cordell Calitz Sierra Monitor ... OEM Admin cordell@sierramonitor com 27836569025 N/A Assign (=] n]
Daniel Ocean Ocean's Eleven | Enterprise Customer Admin | d ocean@oceanseleven.com | 14082622299 NA Assign (1 |
Dominick Cobb Inception Solut... | Enterprise Customer Admin | dom@inceptionsolutions.com 14082622299 NIA Assign n
Giulio Tessarolo | Sierra Monitor ... OEM Admin giulio tessarolo@baxi it 393471563421 N/A Assign 0
Han Seoul-Oh Toretio Motors | Enterprise Customer Admin han@torettomotors.com 14082622299 N/A Assign D
Jason Bourne Treadstone Enterprise Customer Admin | |.bourne@treadstone.com 14082622299 N/A Assign G0
James Flint Nassau Tradin | Enterprise Customer Admin | | flint@nassautrading com 14082622299 N/A Assign u
Jessica Jones Alias Investiga...  Enterprise Customer Admin | jones@aliasinvestigations.... | 14082622299 NA Assign a0 -

1 »
L] 4|1 falw | pl 10 v items per page winins

. i

@'Adﬂ B ( xport options - )
™

Copyright © 2016 Sierra Monitor Corporation

Figure 94: User Management Page — Export Options

e Choose one of the export file options below:

o Export all data as CSV
o Export visible data as CSV
o Export all data as PDF
o Export visible data as PDF
NOTE: If any columns have been made invisible via the additional filter options shown in Appendix B.2.1
then the export options that reference “visible data” will not include those columns.

e The data file will automatically download to the local computer’s default “Downloads” folder.
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Appendix B.3. Device Management Map Controls

‘Appendix B.3.1. Mouse

NOTE: For the mouse control descriptions below, “left” and “right” refer to the left and right mouse
buttons.

e Left click and hold — This allows dragging to orient the map as desired.
e Double left click — Zoom in one interval.

e Double right click — Zoom out one interval.

e Scroll wheel — Roll forward to zoom in and roll back to zoom out.

NOTE: If the scroll wheel stops changing the map magnification, see Appendix A.1.2.

‘Appendix B.3.2. Additional Controls

The following icons are located in the bottom right corner of the Device Management Map and
include their function description below:

Google Street View — Enable street level navigation from Google Maps
E‘ Zoom In — Based on current center of screen

B Zoom Out — Based on current center of screen

L Full Screen — Open map in full screen view

@ Exit Full Screen — Exit the map full screen view

Appendix B.4. Session Time Out

If SMC Cloud is left open without any input a pop up a reminder will occur 10 min after last input and
state that log out will occur in 5 minutes.

SMC Cloud will automatically show the following window if no input is received after 15 minutes:

Session Timed out

Your session has been expired, please login to continue!

To log back on, click OK to be sent back to the SMC Cloud Login screen and log in as normal.
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Appendix B.5. User Roles — Type and Hierarchy

The following explains what the different types of SMC Cloud user roles are and what functions they
allow. There are three types of roles: Admin, Manager and User. There are also two levels of hierarchy:
OEM and Enterprise Customer. OEM accounts are a level of hierarchy above Enterprise Customer
accounts. Only an OEM can be a manager.

Admin can:
o Register or deregister devices
e Create Admin or User accounts on the same level of hierarchy
¢ Change the role of existing users between Admin and User
o View all devices accessible to the Admin’s organization

e Assign a device to a User on the same level of hierarchy, granting access to view the device

User can:
o Register or deregister devices (Users can only deregister devices of which they have access)
¢ View and edit device(s) that are assigned to the User’s account by an Admin of the same
company
OEM Admin can:
¢ Change the privacy settings for their company (Section 5.1.5)
e Customize the SMC Cloud website Ul (Section 5.1.3)
¢ Upload new firmware to SMC Cloud
e Create Enterprise Customer Admin accounts
e Add a new company to the SMC Cloud system by creating a new Enterprise Customer Admin

¢ Assign a device to an Enterprise Customer Admin, making the device visible to all of that
company’s Enterprise Customer Admins

o Assign organizations to an OEM Manager

o Not view, create or modify Enterprise Customer Users

Enterprise Customer Admin can:
e Update the firmware of a device via SMC Cloud
o View and edit device(s) that are registered to the Enterprise Customer Admin’s organization
¢ Not view, create or modify OEM Admins and OEM Users

OEM Manager can:
o Create Enterprise Customer Admin or OEM User accounts

o Modify Enterprise Customer Admin or OEM User accounts within an organization that has been
previously assigned to the OEM Manager

e Add a new company to the SMC Cloud system by creating a new Enterprise Customer Admin

e Assign a device to an Enterprise Customer Admin (in an organization assigned to or created by
the OEM Manager), making the device visible to that company’s Enterprise Customer Admins

e Assign a device to a OEM User, granting the user access to view the device

¢ View and edit device(s) that are registered to the organizations assigned to the OEM Manager,
devices created by the OEM Manager or devices directly assigned by the OEM Admin

* Not view or modify users, devices or organizations that aren’t part of the organizations assigned
to the OEM Manager, created by the OEM Manager or directly assigned by the OEM Admin
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On the SMC Cloud website, devices are associated with the company and hierarchy level of the
account that registered it. This includes which roles will be able to view the device.

e If an OEM User registers a device, the device is also immediately assigned to that user. This
allows all OEM Admins to view the device.

¢ [f an OEM Admin registers a device, it is assigned to the OEM Admin’s company and becomes
visible to all OEM Admins of that company only. An OEM Admin can then assign that device to
an OEM User, who is then allowed to view the device along with all the OEM Admins of that
company. If the OEM Admin then assigns that device to an Enterprise Admin, that device will
become associated with the Enterprise Customer Admins which means all Enterprise
Customer Admins of that company can now also see the device.

o If an Enterprise Customer User registers a device, that user will automatically be assigned that
device. The registering Enterprise Customer User and all Enterprise Customer Admins will be
able to view the device.

Page 82 of 83



SMC=
monitor

SMC Cloud Start-up Guide
Appendix C. Warranty

Sierra Monitor Corporation warrants its products to be free from defects in workmanship or
material under normal use and service for two years after date of shipment. Sierra Monitor
Corporation will repair or replace any equipment found to be defective during the warranty
period. Final determination of the nature and responsibility for defective or damaged
equipment will be made by Sierra Monitor Corporation personnel.

All warranties hereunder are contingent upon proper use in the application for which the
product was intended and do not cover products which have been modified or repaired
without Sierra Monitor Corporation’s approval or which have been subjected to accident,
improper maintenance, installation or application, or on which original identification marks
have been removed or altered. This Limited Warranty also will not apply to interconnecting
cables or wires, consumables or to any damage resulting from battery leakage.

In all cases Sierra Monitor Corporation’s responsibility and liability under this warranty shall
be limited to the cost of the equipment. The purchaser must obtain shipping instructions for
the prepaid return of any item under this warranty provision and compliance with such
instruction shall be a condition of this warranty.

Except for the express warranty stated above, Sierra Monitor Corporation disclaims all
warranties with regard to the products sold hereunder including all implied warranties of
merchantability and fithess and the express warranties stated herein are in lieu of all
obligations or liabilities on the part of Sierra Monitor Corporation for damages including, but
not limited to, consequential damages arising out of/or in connection with the use or
performance of the product.

Page 83 of 83



